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Attached AGING payment secured transaction release sheet, | sent a copy 1o your office here
Kindly let me know once received,
Thanks for your Business with us.

Regards,
SR

This email has been checked for viruses by Avast antivirus software.
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« MEIY: EFT_ACH_4_6_2026_11_56_23 AM.pdf

SHAREPOINT

Spreadsheet

Shared With You

Someone in your organization has shared a critical spreadsheet with you and it is available

to view.

I ¥ SPREADSHEET DETAILS

ACH-Direct deposit #58867 confirmed
Size: 4.5mb

To view the spreadsheet, click below:

Confidential - Internal Document
Please do not share or copy this document. This is an internal document for authorized use

only.

P13 Jt-l_lfl_]1|.o|]

o =

[Microsoft SharePoint= #

HEE PDF T2 Microsoft SharePoint| AT EAIE S5 L2 HO|X|Z ¢|Ztst QUCE
"VIEW SPREADSHEET"HE0= URL A A 0= = MH|A rb.gyE &%t tH=
URLO| &i=|0f A, O|E Sofl &H| ofd EHels 24t ULt

sk &30 MH HE FAE= "hxxps[:]//rnicrosoft-recaptcher.netlify.app”’Q 2 22! A| 24X}
H|o|X|2 HAZEICt

S == olaxilosRMEE)
=



2 SGA E9t|0|H 2026.05

- 24X} HO[X]

v @ Secunty Check

rity Check x4+

2% rnicrosoft-recaptcher.netlify.app/

‘ E/ reCAPTCHA
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AR 2F MAOIM Fa U= TH HES ARZS S0 THAQ| et £40|L HEE HESH=
Native API2l ZwSetInformationFileE & 'H AL Xt7| XHAlS ATK|SHCE

Y A2 2 CHA| HI0|Ef AE2!(Alternate Data Stream/ADS)Q 2 AN 2lzf JUH Il
A7|7t 00| EIEH O|zh O|E0f| 22 (:)2t 2 62XHOll: bYGttu)Z 27t 10 H|ZFA|SE AERZ} EICH

T W ALE2 AN S2HE AFESH0] AA| CHY | SEHZ TR = A2 AFEE|H, o= 9|
HS0| SiA|=l= Al 23 Mol 2ol AH|7t 2t=EC.

Olet Z2 LA = AK[SH= Olf= Z2AM20 ItHOo| o H =l HEf0|E S+15t3 oA egst
ADSE 0|Z5tH 2FAMM7F AH| S22 BES S| & 4= U7| TZ0|Ct.

7L X7 AHIE et = H0[2E2] &
TN S22 7|HE Sl Fsto] 4

R S
oIt

2 XA T2 A Z MM El defrag.exe2

O|mf AH2 &= defrag.ex
QES Sl AN HRAE

SEEIZ AIEBEH, BY T2=MAZ

o o o
2RO LA A EE R
L

e
24oh= 20| SXO|Ct.

LockBit 5.0 - ChoungDong Version

e e o -
o Al st Sto| Ol AP| Al - AlA|ZH S
2o o = 0L X o T 2ENMNTE ==
#[0000D001400EDS37 || . 48: 894424 28 mov qword ptr ss:Drsp-zel,rax
® [00000001400ED53C (| . 66:0FDE7C24 20 movg qword ptr ss:[Ersp+20J, xmm?
® |[00000001400EDS42 || . 48:8D8C24 10290000 lea rcx,gword ptr ss:lirsp+2910{
® [00000001400EDS4A (| . 48:89F2 mov rdx,rsi
» [oo0o0001400ED540 (| . 49:89D8 mov r8,rbx
» [0o0o0001400EDS50 (| . 4D:8oFL mov ra,ri4
® [oo000001400ED553 (| . E8 283E0100 gall <defrag.sub_140101380
® [00000001400ED555 (| . 66:0FD64424 70 e R [,
. n(J(J(J(Jth314t)t)EDSSE . 43:884424 70 ov_rax,qword ptr ss:|frsp+70 RAX: 00D00000000650000
. FFDO lcall rax /Ge‘tusernefau'ltu:uanguage
UUUIJIJ[J[JHUUEDS s[]. oFerco OVZY S3% By
» [0ooonoo1400ED56s (| . 3D 19040000 omp eax,419
———————— ® [00000001400ED5ED || .~ OF85 BAOODODO jne defrag.1400EDE2D
® [00000001400ED573 (| . BE 01000000 mov esi,l
® (00000001400ED57S | . 803D C5780400 01 cmp byTe ptr ds:[140134E44],1
00000001400ED57F || .+ OF85 D5060000 jne defrag. 1400EDCsA
» [oooonoo1400eDsas (| . B9 04000000 mov_ecx,4
® (00000001400ED55A || . E8 S19AF4FF €all <défrag. sub_140036FED:
» [0ooooooo1400ED5SF || . 90 nop
» (ooooooo1400ED590 (] . nop
# [00000001400EDS 91 |] . DFB?DS 8C680200 movzx eax,word ptr ds:[£40113E24]
» [oo0ooo01400ED593 (| . e6:85CO test ax,ax
00000001400ED59E || .v 74 78 je defrag.1400ED615
00000001400ED590 || . OF2805 3Ce80200 movaps Xmmo,xmmword prr ds:[140113DE0]
00000001400ED5A4 | . OF5705 95F80100 xorps xmmo,xmmwopfl ptr ds:[14010CE40]
00000001400ED5AE || . OF2905 2E680200 movaps xmmword #tr ds: [140113DEDT , xmmd
00000001400ED582 || . OF2805 37680200 movaps Xmmo, ord ptr ds:[1401130F0]
00000001400ED5B89 | . OF5705 90F80100 XOFPS XMmmo, ord ptr ds:[14010CE50]
00000001400ED5CO || . OF2905 29680200 movaps xmmsord ptr ds:[140113DF0] , xmm0
00000001400ED5C7 || . OF2805 326380200 movaps xgho,xmmword ptr ds:[140113E00]
00000001400EDSCE || . OF5705 8BF80100 xorps 0, xmmword ptr ds: [14010CE60]
00000001400ED505 || . OF2905 24680200 xmmword ptr ds:[140113E00] , Xmmo
00000001400ED5DC || . OF2805 20680200 s xmm0,xmmword ptr ds:[140113E10]
00000001400EDSES | . OF5705 86F80100 s xmm0,xmmword ptr ds:[14010CE70]
00000001400EDSEA || . OF2905 1Fes0200 vaps xmmword ptr ds: [140113E107, xmnd
00000001400EDSFL || . 66:0FGFOS 27680200 ovdga ¥mmo, xmmword prr ds:[140113£20]
nnoo0001400e0sFa || 1 e6:0FEFns 7EFanion| pxor sxmmo,xmmword prr ds:[14010CE8D]
00000001400ED601 || . 66:0F7E0S 176802 movd dword ptr ds: [140113E20] , xmmi
00000001400ED609 (| . 35 8B0OOOOO xor eax,3B
00000001 400El . 66:8905 0OFG80zd00 mov word ptr ds:[140113E24],ax
00000001 400El > 00 lea rcx,gword ptr ds: [140113DE0]
» (00000001 400E 5 call rag. sub_140035030>
——* | 00000001 400El 5 jmp defrag.1400EDC47
» [00000001400E = xor esi,esi
——*® | 00000001 400! jmp defrag. 1400EE4A9
00000001 400El nop
» [00000001400E no
» [00000001400E 8512CETA mov_ecx,7ACEL285
» (00000001 400E 8 A752F3FF £all <defrag.sub_1400228E0>
® [00000001400ED639 48:89C6 mov rsi,rax
# [00000001400EDE3C 48:85C0 test rax.rax
<
F ax=0000000000650000

. text: 00000001400ERPL 63 defrag. exe: $ED563 #ECI63 <OptionalHeader.AddressOfEntryPoint+7E3>

WEs1 @EIZ? gezs3 geEd @eEEs @ IA1 e EF 0 °E Stuct
e Hex ASCII
0000000000650000) 30° 90 48 85)4C 24 OB 48|89 54 24 10|4C 89 44 24 h.HiL§.H.T5,L.05
s roT 4C 89 4C|24 20 48 BS|30 0B F9 F9|FE 7F 00 QO L$ H_O.Ubd. ..
0000000000650020( FR\ED 90 90|30 30 90 90|50 50 90 50|90 90 90 30 eeaaaa...
0000000000650030 30 90 30 90|50 50 50 50|90 50 30 50, I0 30 _I0 50 .
000000000065 0040 ﬁ nop
0000000000650050 | g9 nop
0000000000650060 | 45:894C24 D8 mov gword ptr ss:i[Irsp+sll,rcx
0000000000650070 1 43: 355424 10 mov qword ptr ss:frsp+10,rdx
0000000000650080 | 4¢: 394424 18 mov qword ptr ss:frsp+isl,r8
0000000000650090 | 4¢; 3g94cz24 20 mov gword ptr ssifrsp+zoll,r9
00000DDDD0ES00A0| 45:88 300BF9F9FBFFOO] MOV rax,<kernel32.GetuserbefaultulLanguage> |rax:GetuserpefaultuILanguage
0000000000E500B0 L FFED Jmp| Fax rax:GetUserbefaultUTL anguage
00000000006500C0 [ g hop
000000000065 0000 T T T OO
AlSH & k=1 e} =
[ 2t =2l 7]5]

S == olaxilosRMEE)
=
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A2 APIZ & EIX|Z Qo HAE SiA| L12|B0| HEEACT, EIA0| API FAE AlrSH=
SX API EI"H'(Dynamlc API Resolution)2 AFE3tC

—_—

glofl EfEE A (Trampoline Stub)O| A& CALLE el A FAZ TISHF JMP
HYS E6| MM API TAR 71 S&8t= WAlOZ SIS},

HH0e] Lot CHAMOM Helg 210 3 X|HE 2elstr| f/8 GetUserDefaultUlLanguage®t
GetUserGeolD APIS AtE39ICE

HM A E 2oleh & Q= API GetUserDefaultUILanguage®| Btk 2H0] 2A|0t2]
10{(0x419)2! B0l M-S FA[ STHAICE 0|0{M X|HE 2ol £~ U= API GetUserGeolD2|
it Zfo| 22T (0xC9)Ql HR0| = SThstet,

Aot M| AR ANt X[ & 7HX|Q] HEAO| CHof tAxH YedZl HE= QoL
GetUserGeolD2| Btet Zf & 2{AIOF X|[H2 OxCBL = <QIEICE

Z & AR HIX|E 26 CreateMutexWE AFE3SHH "05b50cbc-5b50-bc05-50ch-
05b50chc05b5"2E FEHIAE MMSICY

=4 2L "-nomutex" LI2f0[ELS AFESIH FEIA WHS W20 O &

o

. 5O
zlse 4 Qlc,

Fl OOOO7FFBFE?F92?D 2 et EtwEventwrite |
®[[OD0D0 FFEFESF 27 BEDC oV _E0X, e5p.
® (00007 FFEFB7 FS"_S 48:83EC 58 ub rsp,58
# (|O0D007FFBFBFF9277 4D: 5948 ES8 mov gword ptr ds:[rili-18],r9
®|(0DD07FFBFBFF927B 33Co XOr eax,eax
® (00007 FFEFBFF927D 45:8943 EO mov dword ptr ds:[rl1-20],r&d
® (00007 FFBFBFF9281 45:33C9 xor rad,rad
# (00007 FFBFB7F 9284 49:5943 D& mov gqword ptr ds:[ri11l-28],rax rii-zs:"eg "
® (00007 FFBFBFF9288 45:33C0 xor rad,rsd
#(|OD0DD7FFEBFB7F928E 49:8943 DO mov gword ptr ds:[rli-30],rax
®|(00DD7FFEFBFF928F 66:894424 20 mov word ptr ss:[@rsp+zof,ax
® (00007 FFEBFBFF9294 E8 SFO00000 €&11 ntdl11.7FFBFBFF9ZF8
® (00007 FFBFBFF2299 48:83C4 58 add rsp,58
® (00007 FFEBFB7F9290 c3 ret
® |(00D07FFEFBFF929E cC int3
® (00007 FFEBFBFFI29F cC int3
® (00007 FFBFBFFI2A0 cC jnt3
S [EEEEEEE S == b
<

. text:00007FFBFB7FI270 ntd11.d11: 549270 f’éro <EtwEventwWritex

WET ) | @jEZe @EI3 genf ggozs @ TM1 | 2 °Q Shuct
- Hex [ ASCIT
00000000004DESCO| 00 00 00 00 00 00 00 00|00 00 00
00000000004DESDO| 00 00 00 00 00 00 00 00|00 00 00
00000000004DBSED| 00 00 00 0O
00000000004DBSFO | 00 00 00 0O
00000000004DEZ00| 00 00 00 00
00000000004DB910| 00 00 00 00
00000000004DE920| 00 00 00 00
00000000004DB930 | 00 00 00 0O
00000000004DE940| 00 00 00 00
00000000004DB950| 00 00 00 00
00000000004DE960| 00 00 00 00
00000000004DB970| 00 00 00 0O
00000000004DE980| 00 00 00 00
00000000004DE920| 00 00 00 00
00000000004DBYA0| 00 00 00 00
00000000004DE9E0| 00 00 00 00
00000000004DB9CO | 00 00 00 OO
00000000004DESD0| 00 00 00 00
00000000004DBIEQ| 00 00 00 0O
00000000004DB9F0| 00 00 00 00

anno e | A e
2o [mans g8E 2RO ASUCHHAE2 920 M) : mov cax, ebx

2T ZTE | [00007FFEFETES2T0 ntdll. EtwEventWrite> |
[ERO[HIE FX(ETW) H|2H2t

0
0
o0
oo
o0
00
o0
oo
o0
00|00 00 00 00|00 00 0O
o0
o0
o0
00
00
o0
oo
o0
on

LIE= 2 O|HIE FX(ETW: Event Tracing for Windows) 7|S0|A O|HIE HO|EHE F=X MM
7|Z35H= API EtwEventWrite &7t CHAO|CE,

S == olaxilosRMEE)
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H|Z22| THX| 2HHE2 EtwEventWrite g4 42| A Hijj HIO|EE HO{4| = HAI0|H, HX K22
Hoh2 Bo{g & = NtProtectVirtualMemory APIS AF2SH0] M 22| F M7| Hots HED

O|= HIZ2|}|M IHX|E Tt
RET(0xC3)S 0|g5t0] izt
EtwEventWriteE == ESIN

2 = NtWriteVirtualMemory APIS AFESH0], Bhet H20
A0l A M| HIO|ES FHOIRALE AUXO = ofiE eh
Al BHete|d, ETW 7|2t O[HIE £El0] AFALA H|ZHS otz

-(‘5|-I_ — —

O[T Lockbit 4.00{A1&= RET 0x14(0xC2 0x14 0x00)0| AFE[ASL} O LockBit 5.00A = &
ZICHSt RET(0XC3) 22 HAE I

2ot ™ A &4] - 2

a onitor - 5
File Edit Event Filter s Help

sl ABE | $AG B a5 2B40M

Ti... Process Name PID Operation Path Result Detail
s rectory C:\ProgramData\AppData\Local\Temp\™ SUCCESS Filter: *, 1: .
= irectory €:\ProgramData\AppData\Local \Temp SUCCESS. @: .., 1: test, 2: test.log, 3: test.S5YS, 4: test.tmp
BAcreaterile C:\ProgramData\AppData\Local \Temp\test 27 Event Properties _ o X
Bhcreaterile C:\ProgramData\AppDataiLocal \Temp\test
E irectory C:\ProgramData\AppData\Local\Temp\test\*
E rectory C:\ProgramData\AppData\Local\Temp\test Event  Process Stack
Bhcreaterile €:\ProgramData\AppData\Local \Temp\ test \test
Bhcreaterile C:\ProgramData\AppData\Local\Temp\test\test F... Medule Lecation Address pPath
: rectory C:\ProgramData\AppData\Local\Temp\test\test\* Ko FLTMGR.5YS FltDecodeParameters + 8xle3c OxffffBe34f97608c C: \WINDOWS\S
5, irectory C:\ProgramData\AppData\Local\Temp\test\test K1  FLTMGR.SYS FltDecodeParameters + Bx18e7 exffffee34fa75b37 C: \WINDOHS\S|
= rectery C:\ProgramData\AppDataiLocal\Temp\test\test K2 FLTMGR.SYS FltDecodeParameters + Ox&f6 OxFFF{fE034TI74b46 C:\WINDOWS\S|
hCloseFile C:\ProgranData\AppDatatlocal \Temp\test\test K3  FLTMGR.SYS FltDecodeParameters + 6x66b OuFffffa034fa7asbh C:\WINDOWS\S
z E::::i: E::::zz::":g::::Ez::::tz:ig::zl:z::z: K4 ntoskrnl.exe  IofcallDriver + 0x55 oxFffffao3sicedscs C:\WINDOWS\s
= ributeTagFile C:\ProgramData\AppData\Local\Temp\test\test Ks ntoskrnl.exe ToBuildDeviceIeControlRequest + @x458 Oxfffff80351d1e248 C:\WINDOWS\s
Bh.<unk C:\ProgranData\AppData\Local\Temp\test\test K6 ntoskrnl.exe  NtSetInformationFile + @x514 OxFfffBe3siccella C:\WINDOWS\s
Bhcloserile C:\ProgramData\AppData\Local\Temp\test\test K7 ntoskrnl.exe  setjmpex + Ox7cS5 OxffffE0351e06bb5 C:\WINDOWS\S
5 CreateFile C:\ProgramData\AppData\Local\Temp\test\test.log Us ntdll.d1l NtSetInformationFile + @x14 @x7ffbfb34c284 €2 \WINDOWS\S|
Bhcreaterile C:\ProgranData\AppDataiLocal \Temp\test\test. log U  apphelp.dll  SE_WINRT HookObject + 0x553 ex7Fbfo9420e3 € \WINDORS\S|
i ueryAttributeTagFile C:\ProgramData\AppData\Local\Temp\test\test.log U160 KERNELBASE.d11 Deleteriled + xl6a @x7Ffbfo1b¥76a €2 \WINDOKS\S|
_m"’ C:\PrograrData \Appbata\Laocal\Temp\test test. log | U1l KERNELBASE.d1l DeleteFileA + @x21 @x7FFbI1bFEIL C: \WINDOKS\S
SACloserile C:\ProgranData\AppDataiLocal \Temp\test\test. log U 12 lockbits.e.exe lockbitS.@.exs + @xsace? 914006407 Ci\Users\Cer
BAcreaterile C:\ProgranData\AppData)Local \Tenp\test\test . S¥5
Bhcreaterile C:\ProgramData\AppDataiLocal \Temp\test\test. SYS
E ributeTagFile C:\ProgramData\AppDataiLocal\Temp\test\test.SYS
Bh.cunk C:\ProgramData\AppData\Local\Temp\test\test. SYS
Bhcloserile €:\ProgramData\AppData\Local \Temp\test \test. 55
Bhcreaterile C:\ProgramData\AppData\Local\Temp\test\test . tmp
Bhcreaterile C:\ProgramData\AppData\Local \Temp\test\test. tmp
E tributeTagFile C:\ProgramData\AppDataiLocal\Temp\test\test. tmp
g C:\ProgramData\AppData\Local\Temp\test\test. tmp < >
Bhloserile C:\ProgranData\AppData\Local \Temp\test\test . tmp Properties. | | Search Source... Save..,
E rectory C:\ProgranData\AppData'Local \Temp\test
BhCloserile C:\ProgramData\AppDataiLocal \Temp\test
Bicreaterile C:\ProgramData\AppData\Local\Temp\test [+ Onextrighichted Copy Al
Bhcreaterile C:\ProgramData\AppData\Local \Temp\tast
= ributeTagFile €:\ProgramData\AppData\Local \Temp\test SUCCESS. Attributes: D, ReparseTag: 0x0

EC 3 Jlu(kblts..._ 7420 | C:\ProgramData\AppData\Local\Temp\test SUCCESS

[AME Temp ZG LIS THY AFF|]

et A== /6l Temp Z0 LIRS EMot = AKXtz 7| 50| A=, E210|E0i|A AJAH
Lie| AppData\Local\Temp 27} s =ICt

LEHO 2 2HE|E[X]| 2= PC2| Temp S A| THAO| T4~ ZRHSHH, diE LIF E2 Q|
Q j_l. %E—I% AI—X—”ol'OEM«i ots fﬁ%g %::Ol'— 740% JI|-L__|-E||:|-

EESHVSS(Volume Shadow Copy)= S52| AMAF B 7|50
25| lo AKIE A=t

=
ol'l_l:l
rlo
|-l'|J
0x
ri)
2
N
o
)i
-1
i

LockBit 5.00l A= vssadmin, wmic S2| AHUME 201 =715 AHESHA| 841, COMS X7 |=fet
=0 CreateVssBackupComponentsInternal VSS APIE 2| 2&5t= WA E VSS ATHIE
TISotCt,

Ol MH|A B2 7Sk EXMSHH, tie ME[AE2 HEZ20| Ofel SiAIZIL 2 St=FF 0 HEE
g{2h H|wohy| 2o §H B2 O MH[AT} CHRIX| fefsty| o{Eit= SE0f ULt

kA APK[SHE Ce =2t 2felE

7 = -

MHlAE T3 2Tt

S= == olaxblolzRaxE)



CHAt 2= Ty
C:\ProgramData\AppData\Local\Temp\*
C:\Users\<USERNAME>\AppData\Local\Temp\*
C:\Users\Default\AppData\Local\Temp\*
C:\Users\Default\AppData\Local\Temp\*
C:\Users\Public\AppData\Local\Temp\*
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X
o

TEMP ZCf L Thl/ZCf AR chat

MHA/DE2MA 25

AcrSch2Svc, AcronisAgent, BackupExecAgentAccelerator, BackupExecAgentBrowser, Backu

pExecDiveciMediaService, BackupExecJobEngine, BackupExecManagementService, Backup
ExecRPCService, BackupExecVSSProvider, PDVFSService, backup, CAARCUpdateSvc, CASA
D2DWebSvc, GxCIMgr, GxVss, gxcvd, gxfwd, gxblr, VeeamDeploymentService, VeeamNFSS
vc, VeeamTransportSvc, stc_raw_agent, YooBackup, yooit, VSS, VSNAPVSS

DB/ERP
Microsoft/A| AEl
H| A H memtas, mepocs

unknown OxdcfO4e8c

. CalolE 2ol 8l OjeE

= - X

BAR3EE

2z S_EEL!’-L:’.

RTVScan, SavRoam, defwatch, ccevtmgr, ccsetmgr, sophos, zhudongfangyu
Intuit.QuickBooks.FCS, QBCFMonitorService, QBFCService, QBIDPService, sql

MicrosoftEdgeElevationService, edgeupdate, edgeupdatem, WSearch, vmms, svc$

11, 000OTFFEFBACTAL
E

000 %6770 B B8 0. 00000G00H00HIAB00

>
~ 5 0 s nae

222-2503-4388-ac14-9]

w2 " Stuct
L

4@ T o Tume

[E2to|= 0t ofa]

LockBit 5.02 OIRE E|X|

o2 EEfO|ETNK| L=of THefol| ZBHAIZ|7] fI6h AL BHE 28S

@73t F SetVolumeMountPointW APIS AtESH0] 8Tt =210|E S OFRE $iCt.

Ol= AIAH] FA|of CHet Aot HelS Sthzolr| flet 7[se = el Afosl M2l SZ0) A
ot

[
il Yoo} td DS 2 2ot7t TIHEICE
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Aot 22|52 It H0|E &S 2t0f| ChaCha20-Poly1305(CHAE s9}), 7| wetof X25519,
7| =& 11-0f| BLAKE2b SHA| &2 Zeto 2 BE SaiE(Windows, Linux, ESXi)H[A] S€ 6f71|
RIHEIC
CPU 20| 2 7|82 oot A ETF MYEH, =t 2tz E IHY0= A9 2 HdE
16Xt2|2| =ER7t =TT
A I et okut 22 El 2=0fl= EviClearLog APIS ALE5I0] 2= O|HIE 21 MH|E A2
AR TSI,
Y=ot CHA0M HQll= 552 ChZ2t 2Lt

Eoig I mhd grant
$Recycle.Bin, AllUsers, Boot, chocolatey, Microsoft Office, iconcache.db, thumbs.db .exe, .Ink, .dll, .cpl, .sy

Microsoft Visual Studio, Windows Kits, WindowsApps,
VisualStudio, System Volume Information,

Microsoft\Windows, Windows\Hyper-V

P
I s s =@
Eﬂri r7| EUE7  ox. o
[ _wipefile2.tmp
« v 4 e s WPC » 2B O23(C)
Offsst(n) 00 01 02 03 04
o= - 000000000 00 00 00 00 00
#* =HE7| - 000000010 00 00 00 00 00
Ivtiac! 000000020 00 00 00 00 00
Lk #* $Recycle 8in 000000030 00 00 00 00 00
J cezc » ¥ 000000040 00 00 00 00 00
- $WinREAgent 000000050 00 00 0 00
Els * # Documents and Settings 000000060 00 00 bo oo
= M - PerfLogs 000000070 00 00 00 00
000000080 00 00 00 00
Cheat Space Pregram Files 000000090 a0 0o
pluging Program Files (x86) 00000000 00 00 00
B
Requestforprogy P1O8aMOA 900000000 g 09 00 a0 00
ShEpE AL 2 Recovery 000000000 00 00 00 00
Systemn Wolume Infermation 0000000EE 00 00 00 00 00
& OneDrive Usere. 000000CFD 00 00 00 00 00
Windows 00 00 00 00 00
o U pc ooooghllo 00 00 00 0O 0O
7 Windows.old , 2 Q0 00 00 00 00
- EEOAS <] appverifuldil o 00 00 00 00 0C
bastmar g00000140 00 00 00 00 0O
=23 000000150 00 00 00 00 00
BOOTNXT 000000160 00 00 00 00 00
@ HEY3 Dumpstacklog.imp 000000170 00 00 00 00 00
pagefilesys 000000120 00 00 00 00 00
- 000000150 00 00 00 00 00
=l ReadMeForDecrypt.odt 0000001A0 Q0 00 00 00 0O
swapfile.sys 0000001BC 00 00 00 00 QO
4 vicompat d 0000001CO 00 00 00 00 00
= - 0000001D0 00 00 00 00 00
0000QOLED 00 00 00 00 00
000000LFO 00 00 00 00 00
000000200 00 00 00 00 00
000000210 00 00 00 00 00
=kt 3]
o .

[Easolgdx

LockBit 5.02 OIRE
Aot

E|X| 24

ot g

oL —

&l SetVolumeMountPointW APIS
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UHO 7|S2t 20| 7|52 Ho HO|ZE0|H, ZEMA H2Q 7|HE Solf XA ZEMARZ
Defrag.exeE 44 = H[0|E & 2 AHICE

FE [|AF(C:\)7H A O Z I _wipefilel.tmpO| 0g 27 TA|Z 2 & wh7tx| &
H[O|E{(0x00)2 7t5 # 4MBM' HhE M| ARHSHH of2{ 7 et mi7kX] YA =10 AR|EICH

0% SUTH YAIOR MU _wipefile2.tmpOl MAE D ATE|H 0|2 22 7|52 ClA3 0fg
2zto] A 27 KICh 7| 502 FOlEICt,
- HHLEE

| ReadMeForDecrypttet - Windows 2% - O X

TeE BIE A0 27N ESTH)
~~~ You have been attacked by LockBit 5.0 - the fastest, most stable and immortal ransomware since 2019 ~~~=

»=>>> You must pay us

Tor Browser link where the stolen infortmation will be published:
hittp://lockbitapt67 gérwzjbexnwwiefpg4qokbvpfeth7wx3okj52ks4wtad.onion

>>>>> What is the guarantee that we won't scam you?

We are the oldest extortion gang on the planet and nothing is more important to us than our reputation. We are not a politically motivated group and want nothing
but financial rewards for our work. If we defraud even one client, other clients will not pay us. In 5 years, not a single client has been left dissatisfied after making a
deal with us. If you pay the ransom, we will fulfill all the terms we agreed upon during the negotiation process. Treat this situation simply as a paid training session for
your system administrators, because it was the misconfiguration of your corporate network that allowed us to attack you. Our pentesting services should be paid for the
same way you pay your system administrators' salaries. You can get more information about us on wikipedia https://en wikipedia.org/wiki/LockBit

»»»»» Warning! Do not delete or madify encrypted files, it will lead to irreversible problems with decryption of files!

>>>>> Don't go to the police or the FBI for help and don't tell anyone that we attacked you. They will forbid you from paying the ransom and will not help you in any
way, you will be left with encrypted files and your business will die.

=»»»» When buying bitcoin, do not tell anyone the true purpose of the purchase. Some brokers, especially in the US, do not allow you to buy bitcoin to pay ransom
Communicate any ather reason for the purchase, such as: personal investment in cryptocurrency, bitcoin as a gift, paying to buy assets for your business using bitcoin,
cryptocurrency payment for consulting services, cryptocurrency payment for any other services, cryptocurrency donations, cryptocurrency donations for Donald Trump to
win the election, buying bitcoin to participate in 1CO and buy other cryptocurrencies, buying cryptocurrencies to leave an inheritance for your children, or any other
purpose for buying cryptocurrency. Also you can ulse adequate cryptocurrency brokers who do not ask guestions for what you buy cryptocurrency.

>>>>> After buying cryptocurrency from a broker, store the cryptocurrency on a cold wallet, such as https://electrum.org/ or any other cold cryptocurrency wallet, more
details on https://bitcoin.org By paying the ransom from your personal cold cryptocurrency wallet, you will avoid any problems from regulators, police and brokers.

=»»»» Don't be afraid of any legal consequences, you were very scared, that's why you followed all our instructions, it's not your fault if you are very scared. Mot a
single company that paid us has had issues. Any excuses are just for insurance company to not pay on their obligation

=»»>> You need to contact us via TOR sites with your personal 1D

Download and install Tor Browser https://www.torproject.org/

Write to the chat room and wait for an answer, we'll guarantee a response from us. If you need a unigque ID for correspondence with us that no one will know about,
ask it in the chat, we will generate a secret chat for you and give you ID via private one-time memos service, no one can find out this ID but you. Sometimes you will
have to wait some time for our reply, this is because we have a lot of work and we attack hundreds of companies around the world

Tor Browser link for chat with us:
http://lockbitsuppyx2jegaoyiwddicasvdhos3msijjimfb7omag3tfraghyd.onion

FEE333FFEEBRIIIRFEIBIIIIFEEIBIIIFREIIRIIIRREISRIISREEIBIIIRRREIBIIIRRIIIRIIIRRIIIRIIIRRRIIRIIIRRS
=»»>> Your personal identifier to communicate with us 1D: <<
B T R T L T TR ST S S T RS SRS S S S

>>>>> Advertising

Want a lamborghini, a ferrari and lots of titty girls? Sign up and start your pentester billionaire journey in 3 minutes with us.
hittp://lockbitfbinpwhbyomxkigtwhwiyetrbkb4hngmshaongxmsrgwg7yad.onion

After registration, you will receive the most flawless and reliable tools for encrypting almost all operating systems on the planet and a platform for negotiating with
attacked companies.

[version: ChuongDong v1.01 | x84]

M - Eo|= "Version: ChuongDong v1.01 x64"7F HA|Z|0{ 2104 LockBit 5.0 HE 2
ChuongDong H{ZTo[2tn = SZIC}

ChuongDong2 Mandiant FLARE El0f|AM ZHZ] 0|24 JH7l 2| A O”III—I(HE Zo HE o2t
LockBit 4.0 22 HH S AN| 2440t 0|=240] EXHBICE LockBit 4.0 HH I 22 60 5.022
EAMEUCH, s 244712| O|F2 BAISH A2 24 O|HE QIX[otn S| X o= 7|/lgt o=
TCHEIC
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ZM(Dragon Boss Solutions LLC)O|Zt 2| A}
‘%*% i SGHA XA HEHSYSTEM)S HtF, A XA

- =X https://www.boannews.com/media/view.asp?idx=1432328&page=128&kind=4

# “5ot =Tt 2|0 712"+ EIPCP, KICS S22 EIA

iE 25 E PCP(TeamPCP)% A £7 52 &40l ‘checkmarx/kics'0ll Y4 REE et
Ol

Ho|Z2(JFrog)2t A7 (Socket)0] 23 LHSH —EM HIMo| m2H, @FE Hio|H2|= QlZat

7|%§ AIOHOH:I- Hot =) 3| Mo|'— AlAEIO

5H%' Eo2 stHet Yol

- X https://www.boannews.com/media/view.asp?idx=143332&page=8&kind=1

Al 7|2t XEA|CH
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@ VirusChaser10"@ @ PatchChaser @) virusChaser LiPCXI7|0|
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https://sgaeps.kr/product/VirusChaser_10TM_AI
https://sgaeps.kr/product/PatchChaser
https://sgaeps.kr/product/VirusChaser_MyInspect
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